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PERSONAL INTRODUCTION 
 

Dear delegates,  

My name is Lydia Koropouli and I am currently an IB1 student at Pierce - The American 

College of Greece. It is a great honour and pleasure to serve as a Co-Chair of the Legal 

Committee in this year's PSMUN conference. My MUN journey started around two 

years ago and since then, my passion for discussing global affairs has grown 

immensely.  

Initially, I would like to congratulate you on taking the initiative to participate in MUN 

conferences such as this one. MUN allows you to cultivate multiple life-long skills such 

as public speaking and problem-solving which are crucial skills that will be useful and 

beneficial to you regardless of the path you choose to follow.  

This guide discusses the topic of ‘Enhancing the Protection of Personality Rights in the 

Context of Virtual Reality and Deepfakes.’ It will contain critical information on the 

topic, which will allow you all to get a holistic and well-rounded understanding of what 

Deepfakes are, and how one’s personality rights could be threatened in the context of 

virtual reality and the Digital Age.  

I hope that you will find this guide useful although I highly recommend you do your 

research as well in order to get a complete understanding of the topic and your 

policies on it. Should you face any issues or have any questions regarding the topic, I’ll 

be glad to help you, so feel free to contact me at L.Koropouli@acg.edu.  

I’m looking forward to meeting you all! 

Best Regards, 

Lydia Koropouli 

 

 

 

mailto:L.Koropouli@acg.edu
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INTRODUCTION 
Living in the Digital Age, where Virtual Reality (VR) and Deepfake technologies are 

rapidly evolving, the protection of one's personality rights is an issue of increasing 

significance. Although such technologies are innovative and show promise in terms of 

communication and entertainment, the convergence of virtual reality and deepfakes 

raises multiple authenticity and security concerns. The unregulated use of such 

technologies contributes to their immense impact on security and the protection of 

personality rights. Considering that virtual reality enables immersive experiences 

which obscure one’s private identity, while deepfakes allow the manipulation of visual 

and audio content in ways that may exploit people’s identities. In the context of virtual 

reality, the use of someone’s likeness without their consent can lead to 

misrepresentation and identity theft. The malicious use of virtual reality and deepfake 

technologies may lead to psychological distress, privacy violations, and reputational 

damage. 

Personality rights are pivotal for safeguarding one’s identity, autonomy, and dignity, 

making sure that their likeness, and image are not exploited in any way. In a fast-

evolving, digital, and interconnected world, personality rights are vital for conserving 

personal integrity, against misrepresentation. The rapid development of virtual reality 

and deepfake technologies has overtaken existing legal frameworks, creating 

substantial vulnerabilities in the protection of personal rights from unauthorized 

exploitation and manipulation. International law is critical in addressing the global 

difficulties created by virtual reality and deepfake technologies, as these digital tools 

frequently cross boundaries, rendering state restrictions unsustainable. International 

law ensures that personality rights are consistently upheld, regardless of the location 

of violations, by establishing uniform guidelines and encouraging cooperation across 

nations.  

Protecting personal dignity, confidentiality, and trust in the digital age requires the 

enhanced protection of personality rights in the era of deepfakes and virtual reality. 

Despite their innovation, these technologies carry a high risk of exploitation, 

compromising people's well-being and reputations. Therefore, reinforcing legal 

frameworks guarantees the ethical use of these tools, safeguarding people from 

exploitation and maintaining justice and accountability. 

 

DEFINITION OF KEY TERMS 

Personality Rights 
“Personality Rights refer to an individual's rights to control the commercial use of 

their name, image, likeness, or other unequivocal aspects of their identity. They are 
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majorly referenced in terms of privacy and defamation and are protected by legal 

norms and individual civil rights”1 

Virtual Reality 
“A set of images and sounds, produced by a computer, that seem to represent a place 

or a situation that a person can take part in.”2 

Deep Fakes  
“Any of various media, esp. a video, that has been digitally manipulated to replace one 

person's likeness convincingly with that of another, often used maliciously to show 

someone doing something that he or she did not do.”3 

Digital Identity             

“A digital identity is the collection of data about an individual, organization, or 

electronic device that exists online.”4 

Right to Privacy 
“The right to privacy refers to the right of a person to keep private his personal 

information, personal activities, or personal space that is not of legitimate public 

interest or concern.”5 

Digital Age  
“In the present time, in which many things are done by computer and large amounts 

of information are available because of computer technology.”6 

Digital Manipulation 
“Digital manipulation refers to the alteration, enhancement, or modification of digital 

images using software tools or techniques. It involves manipulating various elements 

such as colours, shapes, textures, or structure of an image to create a desired visual 

effect or to deceive viewers.”7 

 
1 “Personality Rights: Meaning, Example, Theory | StudySmarter.” StudySmarter UK, 2019, 

www.studysmarter.co.uk/explanations/law/labour-law/personality-rights/  
2 Cambridge Dictionary. “Virtual Reality.” @CambridgeWords, 21 Aug. 2024, 

dictionary.cambridge.org/dictionary/english/virtual-reality#google_vignette.  
3 “Deepfake, N. Meanings, Etymology and More | Oxford English Dictionary.” Oed.com, 2023, 

www.oed.com/dictionary/deepfake_n, https://doi.org/10.1093//OED//7847968874.  
4 “What Is Digital Identity? - Definition from WhatIs.com.” WhatIs.com, 

www.techtarget.com/whatis/definition/digital-identity.  
5 “Right to Privacy.” Right to Privacy - an Overview | ScienceDirect Topics, 

www.sciencedirect.com/topics/social-sciences/right-to-privacy.  
6 Cambridge Dictionary. “DIGITAL AGE | Meaning in the Cambridge English Dictionary.” 

Dictionary.cambridge.org, 2024, dictionary.cambridge.org/dictionary/english/digital-age.  
7 “What Is Digital Manipulation? - Microblink Glossary.” Microblink, 22 Sept. 2023, 

microblink.com/resources/glossary/digital-manipulation/.  

https://dictionary.cambridge.org/dictionary/english/image
https://dictionary.cambridge.org/dictionary/english/sound
https://dictionary.cambridge.org/dictionary/english/produce
https://dictionary.cambridge.org/dictionary/english/computer
https://dictionary.cambridge.org/dictionary/english/seem
https://dictionary.cambridge.org/dictionary/english/place
https://dictionary.cambridge.org/dictionary/english/situation
https://dictionary.cambridge.org/dictionary/english/part
https://dictionary.cambridge.org/dictionary/english/present
https://dictionary.cambridge.org/dictionary/english/time
https://dictionary.cambridge.org/dictionary/english/computer
https://dictionary.cambridge.org/dictionary/english/large
https://dictionary.cambridge.org/dictionary/english/amount
https://dictionary.cambridge.org/dictionary/english/available
https://dictionary.cambridge.org/dictionary/english/technology
http://www.studysmarter.co.uk/explanations/law/labour-law/personality-rights/
http://dictionary.cambridge.org/dictionary/english/virtual-reality#google_vignette
https://doi.org/10.1093/OED/7847968874
http://www.techtarget.com/whatis/definition/digital-identity
http://www.sciencedirect.com/topics/social-sciences/right-to-privacy
http://dictionary.cambridge.org/dictionary/english/digital-age
http://microblink.com/resources/glossary/digital-manipulation/
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Identity Theft 
“The crime of using someone's personal information to pretend to be them and to get 

money or goods in their name.”8 

Artificial Intelligence (AI)  

“Artificial intelligence (AI), is the ability of a digital computer or computer-controlled 

robot to perform tasks commonly associated with intelligent beings.”9 

 

Generative Adversarial Network (GAN) 

“A generative adversarial network (GAN) is a machine learning model in which two 

neural networks compete by using deep learning methods to become more accurate 

in their predictions.”10 

Machine Learning 
“Machine learning is a branch of computer science that focuses on the using data and 

algorithms to enable AI to imitate the way that humans learn, gradually improving its 

accuracy.”11 

Neural Networks 
“A neural network is a machine learning program, or model, that makes decisions like 

the human brain, by using processes that mimic the way biological neurons work 

together to identify phenomena, weigh options and arrive at conclusions.”12 

BACKGROUND INFORMATION 

What Deepfakes and VR are and how they work 

Deepfakes 

Deepfakes are synthetic media that use machine learning, specifically deep 

learning and AI techniques to manipulate and fabricate videos, images, or 

audio that appear real13. As with any other type of machine learning, an 

algorithm is trained with examples and essentially learns to produce the same 

output as gathered from the example. Deep learning is executed by specific 

 
8 Identity Theft | English Meaning - Cambridge Dictionary, 

dictionary.cambridge.org/dictionary/english/identity-theft.  
9 Copeland, B.J. “Artificial Intelligence.” Encyclopedia Britannica, 2022, 

www.britannica.com/technology/artificial-intelligence.  
10Robinson, Scott, et al. “What Is a Generative Adversarial Network (GAN)?: Definition from 

TechTarget.” Search Enterprise AI, TechTarget, 18 Oct. 2024, 
www.techtarget.com/searchenterpriseai/definition/generative-adversarial-network-GAN.   
11 Ibm. “What Is Machine Learning (ML)?” IBM, 28 Oct. 2024, www.ibm.com/topics/machine-

learning.   
12 Ibm. “What Is a Neural Network?” IBM, 25 Oct. 2024, www.ibm.com/topics/neural-networks.  
13 Yasar, Kinza, et al. “What Is Deepfake Technology?: Definition from TechTarget.” WhatIs, 

TechTarget, 13 Aug. 2024, www.techtarget.com/whatis/definition/deepfake.   
 

http://dictionary.cambridge.org/dictionary/english/identity-theft
http://www.britannica.com/technology/artificial-intelligence
http://www.techtarget.com/searchenterpriseai/definition/generative-adversarial-network-GAN
http://www.ibm.com/topics/machine-learning
http://www.ibm.com/topics/machine-learning
http://www.ibm.com/topics/neural-networks
http://www.techtarget.com/whatis/definition/deepfake
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algorithms called neural networks. Deep machine learning consists of certain 

hidden layers. In deepfakes, the hidden layers perform the mathematical 

transformations which ultimately convert the real images into the fake images. 

The more the layers, the deeper the network. The process of producing 

deepfakes requires two different algorithms. One of these algorithm models is 

trained to produce the deepfakes, hence, replicating the real images. While 

the other algorithm model is trained to be able to detect when an image has 

undergone processing and is fake. By continuously training both models, both 

models improve meaning that the outcome of the deepfake is very advanced, 

and it is, therefore, difficult to understand whether or not the content 

perceived is real or not. This is what distinguishes deepfake technologies from 

other relevant means such as Photoshop and face swap; the deep learning 

algorithms make the identification of a deepfake immensely difficult.  

Virtual Reality (VR) 

Virtual reality uses computer technology to create a three-dimensional, 

immersive environment, which allows users to explore and interact with it, by 

mimicking real-life experiences. Reality is simulated by the use of interactive 

devices, which send and receive data. Such devices have multiple forms 

including headsets and goggles, and as technology keeps evolving, new forms 

are being created. When using such devices, the illusion of being present in 

that immersive simulation is enhanced by motion sensors.  

Virtual reality mechanisms work by a combination of software and hardware 

which create a believable environment. The main hardware aspect is the 

headset itself. Virtual reality essentially combines advanced graphics that 

generate sensory feedback and interactions in real time. However, although 

virtual reality is being presented as a place for rendering a safe, virtual 

environment whose primary goal is entertainment purposes, it may be used 

maliciously. Over time, by having access to and acquiring biometric data, 

emotional responses, and behavioural patterns, VR systems contain a lot of 

personal information, and the way they are processed and stored isn’t always 

clear. This data could consequently be exploited for identity theft and fraud. 

Challenges  

Legal 

There are multiple legal challenges that the use of virtual reality and deepfakes 

may pose, which intersect with privacy issues, intellectual property damage, 

and defamation. The main legal issue faced is the difficulty of proving the 

authenticity of the content being shown. The more complex the deepfake 

technology, the harder it is to identify manipulated content compared to real 

content. This is very interlinked with defamation cases where deepfakes can 

be used to spread misinformation about a certain person, regarding their 

actions or things that they have said, which, therefore, damages their 

reputation. Additionally, the use of such technologies may contribute to the 
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potential for violations of privacy. This is mostly noticed with non-consensual 

deepfake content, where the depicted person’s likeness is exploited. 

Intellectual property rights are also being threatened by the evolution and 

malicious use of such technologies. Deepfakes, for example, often use 

copyrighted materials and private images without permission, which may lead 

to intellectual property infringement claims. Furthermore, pre-existing laws 

may not be upgraded accordingly to the newly evolved, emerging 

technologies, hence, there are not enough frameworks and regulations that 

are specifically targeted to deepfake technologies and virtual reality. Finally, 

the use of such technologies brings up concerns regarding freedom of speech. 

The United States Constitution’s First Amendment protections may be called 

upon by some deepfake creators which blurs the line between the harmful 

uses of deepfakes and their creative side. 

Ethical 

The use of deepfakes and VR may also pose various ethical questions. Such 

ethical challenges may affect individuals, societies, and even electoral 

processes. During elections, a very frequent issue posed by deepfake 

technologies is the misrepresentation of certain individuals in a very realistic 

and convincing way. Such content may influence public opinion, and, 

therefore, the electoral proceedings. This distortion of voters’ opinions and 

perceptions undermines the fairness of democratic voting procedures.  

Moreover, consent is a matter of significant importance when discussing 

deepfake technologies. Individual’s likenesses may be exploited without their 

consent; this results in violations of autonomy and privacy. The most 

concerning case of this is unauthorized deepfake pornography. Usually, the 

creation of such content targets mainly women which may result in serious 

psychological distress and harm their reputation. Furthermore, deepfakes lead 

to the lack of trust that the public has in the media and digital information 

sources. By possessing the ability to create realistic-looking content, public 

thinking on the legitimacy of news grows significantly which fosters a culture 

of scepticism. The creators of the platforms also hold a big part of the 

accountability for the ethical implications raised. Guidelines are needed so that 

each individual’s rights are protected.  

Security 

Deepfakes and virtual reality pose certain security challenges which may affect 

various sectors of society including personal privacy, finance, and identity 

identification. Deepfakes can facilitate impersonation cases, where realistic 

images can be used to deceive other individuals or even other systems. 

Deepfakes can bypass various authentication systems, like voice recognition 
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and other such biometric methods. In sectors like FinTech (Financial 

Technology), these breaches could lead to financial fraud. 

 

Figure 1: Infographic depicting the opinion of experts on the most advanced 

methods of identity theft14 

  

Additionally, deepfakes can subvert confidentiality, which may cause 

cyberattacks. The “attackers” may fabricate media to exploit individuals into 

giving up personal data and information. The possibility of data theft is also a 

topic of significant importance. They can make up false identities or alter 

identification documents, which allows fraud and identity theft. 

Impact of AI 
Artificial intelligence (AI) plays a pivotal role in the creation and distribution of VR and 

deepfake content. AI functions by using large data sets and algorithms which enable 

machines to learn from data and, therefore, make decisions through the recognition 

of certain patterns. These machines are “trained” through processing the data with 

algorithms. Similarly to deepfakes, AI systems are made with neural networks which 

mimic the processes that the human brain would do, by taking input information and 

 
14 Chart: How Many Businesses Are Affected by Deepfake Fraud? | Statista, 

www.statista.com/chart/32108/experiences-views-of-experts-on-advanced-identity-fraud-methods/.  

http://www.statista.com/chart/32108/experiences-views-of-experts-on-advanced-identity-fraud-methods/
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producing an output. Such structures are very effective in the systems that deepfakes 

bypass, including image and voice recognition. 

Artificial Intelligence has recently emerged, in 2023 when OpenAI released Chat-GPT 

(Chat-Generated Pre-trained Transformer) making artificial intelligence easily 

accessible to the public, although AI has been in the works for over half a century when 

Alan Turing first attempted using mathematical models to train digital models. The 

sudden advancement of AI complicates pre-existing legal guidelines that dictate 

personality rights. The pre-stated intellectual property laws often fall behind when 

needing to address the possibility of AI-generated content. However, therefore, 

individuals have limited control and protection over the uses of their likeness. The 

nature of online content becoming “viral” as well as the existence of a digital footprint 

make it nearly impossible to remove material that has been exposed to the internet 

once it has been disseminated. 

 

Figure 2: Infographic showing the potential issues caused by generative AI15 

Artificial intelligence plays a pivotal role in the creation of deepfakes and virtual reality 

models. In virtual reality, the algorithms of AI are trained to generate an overall 

realistic environment in three dimensions. The AI technique of natural language 

processing enables users to communicate with the simulation through their 

movements alone. This shows that AI also aids in and enhances the overall data 

 
15 Chart: What Are the Biggest Perceived Dangers of Ai? | Statista, 

www.statista.com/chart/32112/most-problematic-ai-scenarios/. 

http://www.statista.com/chart/32112/most-problematic-ai-scenarios/


14th Platon School Model United Nations | 7th – 9th March 2025 

PS-MUN Study Guide |Page 9 of 20 

collection taking place by emerging technologies. Deepfakes also leverage AI 

algorithms for their malicious usage. 

Overall, artificial intelligence is the main rapidly evolving technology to affect and 

manage to violate one’s personality rights through the forms of deepfakes and virtual 

reality. The interplay amongst these technologies highlights the need for more 

constructive and effective legal frameworks and actions to be in place to protect 

individuals in digital environments. 

Challenges in Regulating VR and Deepfakes 

Technological Complexity and the Rapid Evolution of Digital Manipulation 

One of the primary challenges in regulating VR and deepfakes is the rapid pace 

of technological advancement. Deepfake technology, once limited to experts, 

has become widely accessible, with numerous online tools enabling users to 

create realistic synthetic media. Similarly, VR environments are becoming 

increasingly immersive, blurring the lines between digital and physical 

interactions. Legal frameworks often struggle to keep up with these 

advancements, resulting in regulatory gaps. 

Moreover, the sophistication of deepfake technology poses significant 

challenges for detection. Even AI-driven detection tools sometimes fail to 

distinguish between authentic and manipulated content. The legal 

implications are profound, as courts and regulatory bodies often require clear 

evidence to establish wrongdoing. Legal scholars argue that governments must 

invest in more advanced detection technologies and collaborate with private 

sector companies to develop robust verification systems. The European 

Union’s push for AI transparency within its Digital Services Act is a step in the 

right direction, but more global cooperation is required to address these 

challenges. 

Jurisdictional Issues and the Borderless Nature of Digital Content 

The global nature of digital content presents another major challenge. A 

deepfake created in one jurisdiction can be uploaded to a server in another 

country and accessed worldwide. This borderless characteristic makes it 

difficult to enforce national laws or prosecute offenders who operate across 

multiple jurisdictions. 

International legal instruments, such as the Budapest Convention on 

Cybercrime, provide some guidance for cross-border cooperation, but they are 

often limited in scope and enforcement capability. Legal experts have 

emphasized the need for a comprehensive international treaty that specifically 

addresses digital personality rights and provides mechanisms for cross-border 

enforcement. Without such an instrument, countries will continue to face 

challenges in holding perpetrators accountable and protecting victims. 
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Balancing Free Speech and Protection of Personality Rights 

Regulating VR and deepfakes also involves navigating the complex relationship 

between free speech and personality rights. Deepfakes, for instance, can be 

used for satirical or artistic purposes, which are often protected under free 

speech laws. However, when such content crosses the line into defamation or 

non-consensual exploitation, legal intervention becomes necessary. 

Courts have struggled to strike the right balance. In the United States, for 

example, the First Amendment often provides broad protections for speech, 

making it challenging to regulate deepfakes that are framed as parody or 

commentary. Conversely, European legal frameworks, influenced by the GDPR 

and human dignity principles, tend to prioritize individual rights over 

unrestricted speech. Legal scholars have proposed a hybrid approach that 

allows for the protection of artistic expression while clearly defining and 

criminalizing harmful digital manipulations. 

Verification and Enforcement Challenges 

Finally, verification and enforcement remain significant hurdles. Identifying 

deepfakes and unauthorized VR representations requires sophisticated 

detection tools that are not universally accessible. Law enforcement agencies 

often lack the technical expertise needed to address these issues effectively, 

and the burden of proof typically falls on victims, who must demonstrate the 

authenticity of manipulated content and the harm it caused. 

Some governments have partnered with technology companies to develop AI-

driven detection tools, but these efforts remain fragmented. Legal scholars 

argue that public-private partnerships are essential for creating a unified and 

effective enforcement strategy.  

Case Studies  

Deepfakes in Politics  

Deepfakes have become a disruptive force in political spheres, where they 

pose significant risks to democratic processes. During the 2020 U.S. 

presidential elections, various manipulated videos surfaced, including one that 

falsely depicted Joe Biden making incoherent statements.16 Although most 

were identified as fake, their widespread dissemination fuelled disinformation 

and eroded public trust in political communication. The legal responses to such 

incidents have been inadequate, as current defamation and media laws often 

fail to cover the rapid spread of digitally manipulated content. 

 
16 "False Claims of 'Deepfake' President Biden Go Viral." BBC News, 29 July 2022, 
https://www.bbc.co.uk/news/62338593  

https://www.bbc.co.uk/news/62338593
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One challenge is that existing legal frameworks struggle to address the cross-

jurisdictional nature of digital disinformation. A deepfake created in one 

country can easily go viral globally, complicating enforcement and 

accountability. Furthermore, the fine line between political satire, which is 

often protected by free speech laws, and harmful disinformation complicates 

legal adjudication. Legal scholars argue that more comprehensive 

international regulations are needed to safeguard democratic processes and 

prevent digital election interference. 

Unauthorized Celebrity Avatars in VR Platforms 

The emergence of VR platforms has given rise to cases where users create 

unauthorized digital avatars of celebrities.17 One notable instance involves the 

platform VRChat, where users have crafted hyper-realistic avatars resembling 

public figures such as actors and musicians. Although some creators argue that 

these are acts of fan appreciation, they raise significant legal and ethical 

concerns regarding consent and personality rights. 

In legal terms, this issue highlights the inadequacy of current intellectual 

property and privacy laws, which often fail to protect a celebrity’s likeness in 

virtual spaces. Unlike traditional media, VR environments allow users to 

interact with these avatars in real-time, potentially causing reputational harm 

or diminishing the market value of a celebrity’s image rights. Scholars suggest 

that a stronger regulatory framework should be developed, including specific 

provisions for VR content creators to obtain permission before using a public 

figure’s likeness. Courts have begun to grapple with these issues, but decisions 

remain inconsistent, reflecting the legal uncertainty surrounding this emerging 

technology. 

Targeting of Private Individuals with Deepfakes 

One of the most troubling cases involves the targeting of private individuals 

with deepfakes. A well-publicized example is that of Noelle Martin, an 

Australian woman who discovered that her online photos had been 

manipulated into sexually explicit content without her consent.18 Despite her 

efforts to seek justice, Martin faced significant legal hurdles due to the lack of 

comprehensive laws addressing deepfake pornography. Her case sparked 

global outrage and highlighted the urgent need for legal reform. 

Analysts have noted that the challenges Martin faced are indicative of broader 

systemic issues. Many jurisdictions still do not classify deepfake pornography 

as a specific crime, forcing victims to rely on outdated defamation or 

 
17 The ACLU Fights for Your Constitutional Right to Make Deepfakes." Wired, 4 Oct. 2021, 
https://www.wired.com/story/aclu-artificial-intelligence-deepfakes-free-speech/. 
18 How AI Is Trapping Women in a Deepfake Porn Hell." Euronews, 22 Apr. 2023, 
https://www.euronews.com/next/2023/04/22/a-lifelong-sentence-the-women-trapped-in-a-
deepfake-porn-hell. 

https://www.wired.com/story/aclu-artificial-intelligence-deepfakes-free-speech/
https://www.euronews.com/next/2023/04/22/a-lifelong-sentence-the-women-trapped-in-a-deepfake-porn-hell
https://www.euronews.com/next/2023/04/22/a-lifelong-sentence-the-women-trapped-in-a-deepfake-porn-hell
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harassment laws. Even when cases make it to court, the burden of proof often 

falls heavily on victims, who must demonstrate not only the harm caused but 

also identify the perpetrator, a daunting task given the anonymity of digital 

content creators. Scholars have called for new legal provisions that criminalize 

the creation and distribution of non-consensual deepfake content and provide 

clear avenues for victims to seek redress.19 

 

MAJOR COUNTRIES AND ORGANISATIONS INVOLVED 

China 
China responded to issues caused by deepfake technologies by enacting rigid laws. In 

December 2022, the Cyberspace Administration of China issued regulations that 

prohibit the production and distribution of deepfake content without appropriate 

consent, highlighting the importance of recognizing content produced by AI. By 

preventing the misuse of synthetic media for purposes like fraud, defamation, and 

disinformation, these actions aim to protect people's right to privacy and maintain 

social order. China strives to reduce the risks of deepfakes and encourage the proper 

use of emerging technologies by implementing these regulations. 

South Korea 
South Korea has taken a proactive stance on enhancing the protection of personality 

rights in the context of virtual reality and deepfakes, particularly as instances of 

deepfake pornography have risen immensely. In September 2024, the National 

Assembly reviewed legislation to penalize not only the creation and distribution of 

such content but also possessing it or even viewing it. Such penalties could reach up 

to three years of prison or large fines. 

United States of America (USA) 
The United States of America (USA) is constantly enhancing the protection of 

personality rights in the context of VR and deepfakes. The “No AI Fraud Act”20 which 

was introduced in January 2024 seeks intellectual property rights, permitting 

individuals to enforce such rights against unregulated AI content. Additionally, there 

are multiple ongoing federal and state initiatives to establish a framework that 

ensures the protection of one’s likeness and identity. 

United Kingdom (UK) 
The United Kingdom (UK) tackles the breaches regarding personality rights caused by 

deepfakes and AI through recent legislative measures. In 2022, the government of the 

 
19 Pascale, Maria. "Deepfake Pornography and the Path to Legal Reform." Syracuse Law Review, vol. 
73, no. 2, 2023, pp. 335-366. https://lawreview.syr.edu/wp-content/uploads/2023/03/Pascale-335-
366.pdf  
20 H.R.6943 - 118th Congress (2023-2024): No Ai Fraud Act, www.congress.gov/bill/118th-

congress/house-bill/6943.  

https://lawreview.syr.edu/wp-content/uploads/2023/03/Pascale-335-366.pdf
https://lawreview.syr.edu/wp-content/uploads/2023/03/Pascale-335-366.pdf
http://www.congress.gov/bill/118th-congress/house-bill/6943
http://www.congress.gov/bill/118th-congress/house-bill/6943
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UK introduced new laws that criminalize the creation of deepfake pornography which 

is non-consensual. In the UK, defamation laws are in order and provide opportunities 

for individuals to take legal action if their reputation is offended or harmed by 

deepfakes by their misrepresentation. 

France 
French legislation grounded Articles 8 and 9 of the Civil Code, which was reinforced by 

the European Convention on Human Rights, which protects individuals’ privacy and 

personality rights. However, the constant evolution of the abilities of VR and deepfake 

technologies, pose significant challenges for pre-established safeguarding, as they can 

easily manipulate and therefore exploit one’s image without their consent. France is 

constantly exploring ways to adapt legal frameworks to effectively combat the 

dangers associated with VR and deepfakes. 

The World Intellectual Property Organization (WIPO)  
The World Intellectual Property Organization (WIPO) highlights the importance of 

updating pre-existing intellectual property frameworks to address the exploitation of 

individual identities in online platforms. It advocates for enhanced protection 

measures that make sure that individuals can have entire control over their likeness, 

and image. The WIPO examines how intellectual property (IP) rights influence the 

digital environment, as well as how deepfake-related issues can be addressed through 

copyright legislation. WIPO addressed the challenges posed by deepfakes about 

intellectual property rights in a draft issue paper. The research paper enquired as to 

whether deepfake images should be protected by copyright and proposed that if they 

are, the creator of the deepfakes should be the rightful owner. 

The Electronic Frontier Foundation (EFF) 
The Electronic Frontier Foundation (EFF) is the foremost nonprofit organization 

protecting civil liberties in the digital sphere. Since its establishment in 1990, the EFF 

has used impact litigation, policy analysis, local advocacy, and technology creation to 

promote user privacy, freedom of expression, and innovation. The EFF’s impact 

litigation has set an important example for the treatment of rights in the cyberspace. 

Their legal team works to protect online free speech, protect privacy, and go against 

illegal surveillance. 

TIMELINE OF EVENTS 

DATE DESCRIPTION OF EVENT 

1980 
The Right to Privacy - Warren and Brandeis (USA) is written.21 

 

 
21 “‘The Right to Privacy.’” Warren and Brandeis, “The Right to Privacy,” 

groups.csail.mit.edu/mac/classes/6.805/articles/privacy/Privacy_brand_warr2.html.  

http://groups.csail.mit.edu/mac/classes/6.805/articles/privacy/Privacy_brand_warr2.html
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1953 
The European Convention on Human Rights (ECHR) comes into force, with 

Article 8 guaranteeing the right to private and family life22. 

2001 The Budapest Convention is adopted. 23 

2018 The General Data Protection Regulation (GDPR) is implemented.24 

2020 
California Assembly Bill 602 (AB 602)25 and California Assembly Bill 730 

(AB 730)26 are signed. 

2020 
Resolution A/75/478/Add.2, para. 89 75/176 is adopted by the UN 

General Assembly27. 

 

2021 

The European Parliament and of the Council propose regulations laying 

down harmonised rules on artificial intelligence (Artificial Intelligence Act) 

and amending certain union legislative acts.28  

2022 

The Cyberspace Administration of China issues guidelines prohibiting the 

creation and distribution of deepfake content without proper 

disclosure.29 

2023 
OpenAI releases Chat-GPT30. 

 

2024 The No AI Fraud Act is introduced31. 

 
22 Article 8: Respect for Your Private and Family Life | EHRC, www.equalityhumanrights.com/human-

rights/human-rights-act/article-8-respect-your-private-and-family-life.  
23 “Budapest Convention - Cybercrime - Www.Coe.Int.” Cybercrime, 8 Feb. 2024, 

www.coe.int/en/web/cybercrime/the-budapest-convention.   
24 “Art. 1 GDPR – Subject-Matter and Objectives.” General Data Protection Regulation (GDPR), 30 Aug. 

2016, gdpr-info.eu/art-1-gdpr/.   
25 “Bill Text.” Bill Text - AB-602 Development Fees: Impact Fee Nexus Study., 

leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202120220AB602.  
26 “Bill Text.” Bill Text - AB-730 Elections: Deceptive Audio or Visual Media., 

leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB730#:~:text=This%20bill%20
would%2C%20until%20January,the%20intent%20to%20injure%20the.  
27 A/RES/75/176 General Assembly, digitallibrary.un.org/record/3896430/files/A_RES_75_176-EN.pdf.  
28 “Document 52021PC0206.” EUR, eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX%3A52021PC0206&from=EN.  
29 “China’s New Legislation on Deepfakes: Should the Rest of Asia Follow Suit?” – The Diplomat, 

thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-
suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%
20(AI).  
30 “China’s New Legislation on Deepfakes: Should the Rest of Asia Follow Suit?” – The Diplomat, 

thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-
suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%
20(AI).  
31 H.R.6943 - 118th Congress (2023-2024): No Ai Fraud Act, www.congress.gov/bill/118th-

congress/house-bill/6943.  

http://www.equalityhumanrights.com/human-rights/human-rights-act/article-8-respect-your-private-and-family-life
http://www.equalityhumanrights.com/human-rights/human-rights-act/article-8-respect-your-private-and-family-life
http://www.coe.int/en/web/cybercrime/the-budapest-convention
http://gdpr-info.eu/art-1-gdpr/
http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202120220AB602
http://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB730#:~:text=This%20bill%20would%2C%20until%20January,the%20intent%20to%20injure%20the
http://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB730#:~:text=This%20bill%20would%2C%20until%20January,the%20intent%20to%20injure%20the
http://digitallibrary.un.org/record/3896430/files/A_RES_75_176-EN.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX%3A52021PC0206&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX%3A52021PC0206&from=EN
http://thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%20(AI)
http://thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%20(AI)
http://thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%20(AI)
http://thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%20(AI)
http://thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%20(AI)
http://thediplomat.com/2023/03/chinas-new-legislation-on-deepfakes-should-the-rest-of-asia-follow-suit/#:~:text=It%20specifically%20prohibits%20the%20production,using%20artificial%20intelligence%20(AI)
http://www.congress.gov/bill/118th-congress/house-bill/6943
http://www.congress.gov/bill/118th-congress/house-bill/6943
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PREVIOUS ATTEMPTS TO RESOLVE THE ISSUE 

Resolution (A/75/478/Add.2, para. 89) 75/176: The right to privacy in the 

digital age32 
This resolution was adopted by the General Assembly on 16 December 2020, and it 

discussed tackling issues regarding the protection of human rights in light of 

upcoming, evolving technological advances. It focuses on the importance of protecting 

privacy rights, and how these can be put at risk as a result of such rapid technological 

advancements. It further addressed the need for legislative frameworks and 

international cooperation. 

Convention on Cybercrime (Budapest Convention) 

The Budapest Convention otherwise known as the Convention on Cybercrime is a 

framework adopted in 200133, that aims to contribute against crimes that use or are 

related to technology. It provides various regulations for nations that are developing 

national laws on cybercrime. It mainly serves as a means of international cooperation 

amongst the members of the convention through means such as data sharing. Since 

its adoption, it has revolutionized how cybercrime is tackled. By 2021, almost 124 

states had implemented criminal law regulations which abide by the Convention, this 

highlights its immense impact on national legal frameworks. However, the Convention 

doesn’t entirely cover how its regulations can be implemented in LEDCs. So, while the 

Budapest Convention has been effective in terms of outlining the basic measures that 

need to be in place for the holistic protection of individuals when dealing with an 

online environment, in reality, its effectiveness relies on the commitment to how each 

nation implements the Convention. 

General Data Protection Regulation (GDPR)  

The General Data Protection Regulation (GDPR) provides legislation relating to the 

protection of humans regarding how their data are processed and used. It protects 

people’s natural rights and fundamental freedoms. However, its effectiveness has 

been a subject of debate since its implementation in May 2018. Although GDPR has 

enhanced the privacy of various individuals, these regulations are frequently violated. 

As a result, multiple fines have been issued, even in major firms such as Facebook. Its 

overall effectiveness relies on how well it can be adapted to the rapidly evolving, and 

upcoming technological advancements. 

California Assembly Bill 602 (AB 602) and California Assembly Bill 730 (AB 730) 

Both Bills became effective on the 1st of January 2020. AB 602 concerns the creation 

and distribution of explicit, deepfakes with sexual content. It institutes a private right 

 
32 A/RES/75/176 General Assembly, digitallibrary.un.org/record/3896430/files/A_RES_75_176-EN.pdf.  
33 “Budapest Convention - Cybercrime - Www.Coe.Int.” Cybercrime, 8 Feb. 2024, 

www.coe.int/en/web/cybercrime/the-budapest-convention.   

http://digitallibrary.un.org/record/3896430/files/A_RES_75_176-EN.pdf
http://www.coe.int/en/web/cybercrime/the-budapest-convention
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of action against people who create such content without the depicted individuals’ 

consent. While AB 730 further addresses deepfakes in political contexts, wanted to 

prevent the use of such technologies in electoral procedures, which could imply the 

misleading of the voters. Both bills’ effectiveness depends on their ability to provide 

legal solutions to victims, although there are still various challenges regarding their 

implementation in the long term and how these Bills can be understood by the public. 

 

POSSIBLE SOLUTIONS 

Creation of new international legal frameworks 

The creation of new international legal frameworks can allow for more up-to-date, 

and enhanced regulations to be in place, which can make up for any gaps in existing 

legislative frameworks that are already in place which may not be entirely effective. 

By creating new international frameworks, the term deepfake can be redefined and 

regulated in a legal context, while making the correct labeling of AI-generated content 

mandatory. International regulations may also enhance international cooperation 

amongst Member States by encouraging cross-border actions and international legal 

processes; such measures address the global nature of the issue. Such frameworks 

could set clear guidelines concerning usage and consent, making sure that people have 

control of their likeness online. Thus, risks related to identity theft can be mitigated.  

However, the implementation of such frameworks may face certain challenges. Due 

to the various national regulations that are already in place, the creation of regulations 

must consider the policies and guidelines of all nations. Furthermore, if the 

frameworks are deemed too harsh, they might impose issues regarding freedom of 

speech, especially since there are also certain instances where deepfakes are used as 

a creative outlet rather than for malicious purposes. 

 

Strengthening national policies 
Strengthening national policies can help in the protection of personality rights in this 

given context as each nation will have frameworks and regulations that are tailored 

for their nation’s public, but which also align with the country’s stance and policy. Such 

policies could include the establishment and enforcement of stricter consent 

requirements for one’s data, and image. Such policies could also penalize the 

malicious use of deepfake technologies, which would reduce the number and 

frequency of identity theft. National policies also raise public awareness of the risks 

associated with deepfakes. Thus, permitting individuals to understand and respond to 

the news guidelines imposed on them. However, the creation of national frameworks 

and policies may be difficult to implement, as that can be a very time-consuming 

process, as numerous resources may be required. 
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Development of new detection technologies  

The development of new detection technologies allows the rapid detection of the 

illicit use of deepfakes and virtual reality. Such technologies can be implemented 

through certain approaches that reach advanced machine learning models. Through 

the creation of strong detection systems that use deep learning models like 

Convolutional Neural Networks (CNNs). Various techniques are required for the 

creation of such detective systems like data augmentation and the use of large data 

sets which will train the system to function more effectively. The development of such 

technologies will enhance the effectiveness of identifying deepfakes through certain 

algorithms that analyse the different aspects of a video, including both visual and 

audio elements. However, there is a risk of the system making a mistake, false 

positives or false negatives meaning that either real content is flagged as fake or vice 

versa. 
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