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PERSONAL INTRODUCTION

Dear Delegates,

It is with great enthusiasm that | welcome you to The Group of 20 in this year’'s PSMUN
conference. My name is Alexandra Kikilia, | am currently an 11th grade student at
Ekpaideftiki Anagennisi School, and | am thrilled to take on the role of one of your
Deputy Presidents for this session.

For the past four years | have devoted my time to studying the unique challenges of
global affairs and diplomatic negotiations as a member of my school’s Model United
Nations club. After all these years, | can now proudly admit that attending UN
simulations is one of the best decisions | have ever made, since it has broadened my
horizons by enabling me to learn about issues our community currently faces. This
year’s MUN conference marks a bittersweet moment for me, as it is my final one and
at the same time it is my first time in a Student Officer role. Although it's difficult to
admit | will no longer be part of the incredible MUN community, I'm deeply thankful
for the wonderful people I've met and the priceless memories I've created along the
way.

The first topic in this year’s agenda is related to corporate espionage. Preventing this
illegal activity is vital and directly connected with the principles of pacifism and
combating injustice. As the next generation, attempting to tackle such an issue of
paramount importance, we pave the way for a more resilient future where success is
determined by innovation rather than unethical practices. | strongly advise you to
carefully review the study guide but also to conduct your own research to gain a
comprehensive understanding of the topic. Should you have any further concerns, do
not hesitate to contact me at alexandrakikilia@gmail.com and | will be more than

happy to assist you.
| am looking forward to seeing you all in March!
Yours Truly,

Alexandra Kikilia

£ ]

—

PS-MUN Study Guide | Page 1 of 29

PSE@MUN



mailto:alexandrakikilia@gmail.com

14™ Platon School Model United Nations | 7t — 9™ March 2025

INTRODUCTION

Corporate espionage is the illegal act of stealing trade secrets from another company
in order to gain a competitive advantage. This can involve anything from stealing
confidential information to sabotaging; intentionally disrupting, harming or
weakening a rival’s operations with intent to cause revenue losses and overall damage
to the business’s reputation. “Industrial espionage takes many forms, and can be
generally defined as “the process of obtaining information that is not normally publicly
available, using human sources (agents) or technical means such as hacking into
computer systems.”?

This pressing issue is severe because it puts at risk the principles of innovation and fair
competition, which could result in massive financial losses, harm to one's reputation,
and a decrease in trust in international marketplaces. This kind of espionage is
widespread in sectors with large government contracts or national security concerns,
as well as in companies like technology, pharmaceuticals, and aerospace where
intellectual property and technological developments are important keys to success.

Internal security procedures, strong cybersecurity measures, and legal proceedings
are all employed to tackle corporate espionage. For example, businesses such as
“Apple” and “Google “protect confidential information using sophisticated encryption
methods that make sure the data cannot be accessed without the proper keys, even
if it is intercepted.? “According to a report by Verizon, 58% of cyberattacks in 2020
were aimed at small businesses, highlighting the vulnerability of remote workers who
may not have the same level of cybersecurity protection as traditional office
settings.”® As a result, companies like “IBM” have extensive employee training
programs in place to guard against social engineering and phishing scams, which are
frequent entrance routes for espionage. Furthermore, businesses such as “FireEye”
provide sophisticated monitoring systems that are always looking for and identifying
attempts at unwanted access.* In terms of law, the United States has passed
legislation like the Economic Espionage Act of 1996 to prosecute those involved in
trade secret theft; but, because different countries have different legal standards, it is
still difficult to enforce these laws worldwide.

One cannot stress how crucial it is to find a solution to the corporate espionage
problem. The risk of espionage increases as corporations become global and continue
to digitize their operations; this poses a threat to worldwide economies as well as
individual businesses. Furthermore, the legal and ethical environment becomes more

1 "Espionage." Security Service M15, 18 Nov. 2017, https://perma.cc/N857-RP93,

2 Lynch, Jerry. "Apple vs Google: Here's What to Know About Advanced Data Protections." Android
Police, 19 Aug. 2023, www.androidpolice.com/apple-vs-google-advanced-data-protections/

3 "Addressing Cybersecurity Risks and Data Protection Concerns in Remote Work Policies." Vorecol,
Vorecol, 1 Sept. 2024, https://vorecol.com/blogs/blog-addressing-cybersecurity-risks-and-data-
protection-concerns-in-remote-work-policies-8067

4 "About FireEye." FireEye, FireEye, https://fireeye.dev/docs/about/fireeye/
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difficult due to the increase of cyber espionage, especially in the field of international
relations.

“According to a CNN report, 2015 saw a 53% increase in cases of industrial espionage.
The FBI conducted a survey of 165 companies and found that half of those companies
had been victims of industrial espionage of some type.”> Back in 2000, trade secrets
were estimated to be valued around $100 billion and companies in total lost more
than $45 billion from the theft of trade secrets.® These significant amounts showcase
until today the importance of protecting intellectual property especially if we consider
that in recent years trade secrets are valued to be collectively between $300 billion
and $600 billion annually.” Above all, in today’s information age with the abundant
use of technology, cyber-attacks are becoming more frequent and the risk of
perpetrators being caught and brought to justice is relatively low.® Cyber and other
forms of economic and industrial espionage pose a grave risk to a nation's prosperity,
security, and competitive advantage. For numerous dangerous actors, including
nations, state-sponsored organizations, organized crime, and individuals, cyberspace
is their preferred operating domain. The Internet of Things (loT) and artificial
intelligence (Al) provide new security risks. °

CORPORATE ESPIONAGE

What is Corporate Espionage? = _,==""T"Tel

CORPORATE ESPIONAGE

It is espionage conducted for commercial or financial
purposes. Corporate espionage is also known as industrial
espionage, economic espionage or corporate spying.

Figure 1: “The Definition of Corporate Espionage”10

> Beaver, Kevin. "Trends in Industrial Espionage." Pearson IT Certification, Pearson Education, 16 May
2022, www.pearsonitcertification.com/articles/article.aspx?p=3172433&segNum=4

6 "Preventing Trade in Secrets: Strategies for IP Protection in Global Markets." The National Bureau of
Asian Research, 11 Aug. 2023, www.nbr.org/publication/preventing-trade-in-secrets-strategies-for-ip-
protection-in-global-markets/

7 "Global Landscape of Trade Secret Theft: Emerging Threats and Strategies for Protection." Global
Council for Promotion of International Trade (GCPIT), 5 Aug. 2023, https://gcpit.org/global-landscape-
of-trade-secret-theft-emerging-threats-and-strategies-for-protection/

8 Sheng, Yonggiang, et al. "Exploring the Impact of Political Connection on Corporate Intellectual
Property: Evidence from China." Journal of Innovation & Knowledge, vol. 7, no. 4, 2022, pp. 100238.
Elsevier, https://doi.org/10.1016/].jik.2021.100238

9 "Cyber-Espionage." Cyber-Espionage.ch, https://www.cyber-espionage.ch/

10 collidu. "Presentation: Corporate Espionage." Collidu, https://www.collidu.com/presentation-
corporate-espionage
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DEFINITION OF KEY TERMS

Espionage

“Espionage is defined as the act of spying or using spies, agents, assets, and
intelligence officers, as well as technology, to collect secret information, usually
through illegal means.”*!

Industrial Espionage

“Industrial espionage involves the theft of trade secrets, research, and development
data, and other sensitive information related to a company's operations. This type of
espionage is often carried out by competitors or foreign governments seeking to gain
an advantage in the market.”1?

Corporate Espionage
The practice of using illicit methods to acquire confidential information about a
business competitor.

Cyberspace
The virtual environment created by interconnected digital networks.

Competitive Intelligence

The process of gathering information about competitors and the broader market
environment to make advanced business decisions in order to gain a competitive
advantage.

Phishing Attacks

“Phishing” refers to an attempt to steal sensitive information, typically in the form of
usernames, passwords, credit card numbers, bank account information or other
important data in order to utilize or sell the stolen information.*3

Structured Query Language (SQL)

“Structured Query Language (SQL) is a programming language for storing and
processing information in a relational database.” ** SQL commands are essential for
data administration, application development, and data analysis since they are used
to efficiently organize and retrieve data from massive databases. It enables database
users to perform CRUD (create, read, update, and delete) operations on data.

1 "Espionage Facts." International Spy Museum, https://www.spymuseum.org/education-
programs/spy-resources/espionage-facts/

12 Puri, Colonel Gaurav. "Prevention of Corporate Espionage." LinkedIn, LinkedIn Corporation,
https://www.linkedin.com/pulse/prevention-corporate-espionage-colonel-gaurav-puri-

13 "phishing Attack." Cloudflare, https://www.cloudflare.com/learning/access-management/phishing-

attack/
14 mwhat Is SQL?" AWS, Amazon Web Services, https://aws.amazon.com/what-is/sql/
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Shoulder Surfing
Shoulder Surfing is the act of obtaining personal information by closely observing
someone “over their shoulder” as they enter or display their personal passwords.

Keystroke Logger/Keylogger

“A keylogger or keystroke logger/keyboard capturing is a form of malware or
hardware that keeps track of and records your keystrokes as you type.”'*These
keyloggers have the ability to capture a multitude of data, including online URLs, login
credentials, even email composing and instant messaging. These devices, which have
keystroke capabilities varying from 8,000 to over 65,000, are quite good at
intercepting confidential data before it is noticed.

Malware
Malware is harmful software designed to compromise a computer network, system or
device.

Hardware
Hardware refers to the physical components of an electronic device such as CPU, hard
drive, keyboards etc.

Bottom Line
“The final line in the accounts of a company or organization, stating the total profit or
loss that has been made.”*®

Mutual Legal Assistance Treaty (MLAT)

A Mutual Legal Assistance Treaty is an agreement between two or more countries for
the collection and exchange of data with the aim of enforcing public laws, criminal
laws, or supporting criminal investigations and prosecutions.

Proxy Conflicts
“A war fought between groups or smaller countries that each represent the interests
of other larger powers”!’

15 "What Is a Keylogger?" Fortinet, https://www.fortinet.com/resources/cyberglossary/what-is-
keyloggers

16 "ottom Line." Cambridge Dictionary, Cambridge University Press,
https://dictionary.cambridge.org/dictionary/english/bottom-line##google vignette

17 "Proxy War." Cambridge Dictionary, Cambridge University Press,
https://dictionary.cambridge.org/dictionary/english/proxy-war
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BACKGROUND INFORMATION

Espionage’s historical background

Cold War

Following the end of World War I, the democratic United States and the
communist Soviet Union engaged in open antagonism and rivalry that would
come to be known as the Cold War. To unite and fortify the Western nations
against the rise of communism, the United States, United Kingdom, France,
and West Germany established the North Atlantic Treaty Organization (NATO).

The Cold War between the US and the USSR lasted for forty years, during which
time both superpowers occasionally launched military incursions into other
countries through proxy conflicts, (such as the Korean and Vietnam Wars), but
never in their own country. Cold War espionage, or spying, was a commonly
employed tactic at this time to obtain inside information on enemy plans,
forces, and defenses, as well as their technological capabilities and the
development of nuclear weapons. It was also used to stop the opposing side
from absorbing power. Assassinations among Cold War spies were not
uncommon; many agents and operatives had double lives, firmly engaged in
the opposing side's society.!8

\ ‘ y -

SOVIET WALL OF SHAME

Figure 2: “The Soviet Wall of Shame details Soviets who spied for the West
and whose efforts changed the course of the Cold War.”*?

18 ncold War Spies & Espionage." Study.com, https://study.com/academy/lesson/cold-war-spies-

espionage.html
19 "The Wall of Spies." Intelligence.gov, U.S. Intelligence Community, www.intelligence.gov/wall-of-

spies
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There were simply localized cases during the Cold conflict rather than an
established conflict zone. The Cold War was fought mostly through espionage.
The NKVD, the Soviet Union's spy agency, eventually evolved into the KGB. MI6
was the spy agency of the British. However, the US entered the spy game
relatively late. The United States was taken off guard on December 7, 1941,
due to an absence of reliable intelligence. On that day, the Imperial Japanese
Navy launched a surprise military strike against the United States naval base at
Pearl Harbor, Hawaii. The United States entered World War Il as a result of this
surprise attack and declared war on Japan the following day.?° Therefore, The
Central Intelligence Agency (CIA) was established in 1947 to make sure that
this wouldn't happen again.

The United States has a capitalist economy and a democratic system of
governance. Leaders in a democratic government are chosen by the people as
a whole. The government of the Soviet Union was communist. A single political
party, the Communist Party, dominated almost every facet of society in a
communist regime. Top party members choose the leaders. The development
of communism was something that the US and its allies in Western Europe
feared immensely. They believed that if they failed to stay vigilant, communist
dictatorship would eventually replace their democracies. Parallel to this, the
Soviet Union felt that the capitalist countries merely desired to see
communism collapse. The leaders of both countries believed that it was
essential to be aware of the plans that enemies had for sabotage.?!

The United States' top-secret Manhattan Project produced the first atomic
weapons by the middle of 1945. The bombs were developed in Los Alamos,
New Mexico, by scientists from the United States, Canada, Britain, and
Germany, including German refugees. Atomic bombs from this endeavor were
dropped on Hiroshima and Nagasaki in August 1945.%2

The Manhattan Project was compromised by Soviet espionage, which gave the
USSR access to vital atomic research. Prominent spies provided the Soviet
Union with extensive information about the bomb. One of them provided vital
technical information regarding the design of the weapon, enabling the Soviet
nuclear program to advance sooner. In addition to him, other spies also
contributed to the disclosure of nuclear secrets, which enabled the Soviet
Union to test an atomic bomb in 1949—much earlier than the West had
predicted. “Now both the United States and the Soviet Union had an atomic

20 "pear| Harbor attack." Encyclopaedia Britannica, Encyclopadia Britannica, Inc.,
https://www.britannica.com/event/Pearl-Harbor-attack

21 "Espionage in the Cold War." Encyclopedia.com, www.encyclopedia.com/history/encyclopedias-
almanacs-transcripts-and-maps/espionage-cold-war

22 "Espionage in the Cold War." Encyclopedia.com, www.encyclopedia.com/history/encyclopedias-
almanacs-transcripts-and-maps/espionage-cold-war
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bomb; either country could devastate the other, but in doing so would risk an
equally devastating retaliation.”?3

Different forms of corporate espionage

Social Engineering

Social Engineering is a technique used by hackers in order to manipulate
employees into revealing confidential information such as customer data,
planning or marketing strategies, policies and login credentials. Social
Engineering attacks can happen online, in person and via other interactions.
This technique mainly relies on psychological manipulation. “Scams based on
social engineering are built around how people think and act. As such, social
engineering attacks are especially useful for manipulating a user’s behavior.
Once an attacker understands what motivates a user’s actions, they can
deceive and manipulate the user effectively.”?* Social engineering frequently
involves "Phishing Attacks," in which workers are tricked into exposing login
credentials by sending emails claiming to be from reliable sources, such as
system administrators or banks.

Preparing the ground for the attack:
- Identifying the victimi(s).
- Gathering background information.

- Selecting attack methods).

Closing the interaction,

i : : i Social Deceiving the victim(s) to gain a foothold:
ideally without arousing suspicion: . — ;
) Engineering NEAEINE e Larget.
- Remnoving all traces of malware. . Spinni "
) Lifa Cvcla pinning a story.
- Covering tracks. y

- Taking control of the interaction.
- Bringing the charade to a natural end.

«r

Obtaining the information over a period of time:

- Expanding foothold.
- Executing the attack.
- Disrupting business or/and siphoning data.

Figure 2: “The LifeCycle of Social Engineering”?°

23 "Espionage in the Cold War." Encyclopedia.com, www.encyclopedia.com/history/encyclopedias-
almanacs-transcripts-and-maps/espionage-cold-war

24 Kaspersky. "What Is Social Engineering?" Kaspersky, https://usa.kaspersky.com/resource-
center/definitions/what-is-social-engineering

2 Imperva. "Social Engineering: Understanding the Attack." Imperva,
www.imperva.com/learn/application-security/social-engineering-
attack/#:~:text=Social%20engineering%20is%20the%20term,in%200ne%200r%20more%20steps
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Physical Espionage is the act of stealing physical documents, data storage
devices or other items from a company’s premises. This method does not
necessarily require an insider, it can also be performed by an outsider who
gains access to the premises through usually illegal means. In contrast with
cyber espionage which relies on electronic and cyber methods, it requires
physical presence.

Cyber Espionage involves the use of technology to obtain intellectual property
and sensitive information. This can be done by hacking, malware, phishing or
other forms of cyber-attacks. Once the attacker has gained access to the
target’s system, they may employ various techniques to exfiltrate data, disrupt
operations, or manipulate information to their advantage.

Methods of Corporate Espionage

Phishing attacks usually begin with an email from a trustworthy source
containing an email or a link that appears at first to be legitimate. It is actually
a carefully designed scam aimed at gaining information or infiltrating a system.
Despite the several different types of phishing attacks, each entices a user to
take action that consequently gives the attacker information or control.?® By
masquerading as a reputable source with an enticing request, an attacker lures
in the victim in order to trick them, similarly to how a fisherman uses bait to
catch a fish.?’ Phishing is particularly harmful because it preys on human
emotions such as fear, urgency, or curiosity by taking advantage of human
psychology. As for corporations, confidential information may be leaked, such
as passwords, data and private files regarding clients or staff. Attackers might,
for instance, scare the victim into acting immediately to avoid losing access to
their account or being charged by stating there is an urgent security issue. The
victim's readiness to respond to the perceived threat and their level of trust in
the source are critical factors in the success of these attacks.

26 "What Is Corporate Espionage and Prevention Techniques?" Code42, Code42 Software,
https://www.code42.com/blog/what-is-corporate-espionage-and-prevention-technigues/

27Cloudflare. "What Is a Phishing Attack?" Cloudflare, https://www.cloudflare.com/learning/access-
management/phishing-attack/
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Attacker sends an
email to the victim

@ P4

Attacker Victim

Attacker collects Victim clicks on the
victim’s credentials email and goes to

\ the phishing website

L

>

Attacker uses
victim’s credentials
to access a website

—O

Phishing Website

Legitimate Website

Figure 3: “The process of Phishing”?®

Phone Eavesdropping

Eavesdropping on phone transmissions is yet another tool in the game of
corporate espionage. A person with a digital recording device can monitor a
FAX line and record a FAX transmission and reception. To be more specific, one
can secretly listen in on messages sent over phone lines. With a special device,
someone can record a message sent by a FAX machine (which sends printed
documents over the phone). Even without monitoring a FAX line, a FAX can
easily be read or copied by someone else before it reaches the intended
recipient, even if no one is listening to the transmission.?°

SQL Injections

SQL injection is a hacking technique in which attackers manipulate a website's
database using SQL, a database programming language, in order to gain access
to unauthorized information. Through the use of malicious code, they deceive
the database into granting them illegal access to input fields such as login
boxes. Once inside, they have the ability to alter, delete, or steal data.
Websites that aren't adequately safeguarded against it risk suffering significant
harm from this.3°

28 Cloudflare. "What Is a Phishing Attack?" Cloudflare, https://www.cloudflare.com/learning/access-
management/phishing-attack/

29 Schwartau, Winn. "Corporate Espionage 101." GIAC, Global Information Assurance Certification,
2002, https://www.giac.org/paper/gsec/1587/corporate-espionage-101/102941

30 "What Is Corporate Espionage and Prevention Techniques?" Code42, Code42 Software,
https://www.code42.com/blog/what-is-corporate-espionage-and-prevention-technigues/
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Insider Threats

An insider threat is considered to be the most unexpected method of
espionage as it can occur accidentally or on purpose without detection. In fact,
CISOs (Chief Information Security Officer) rank insider threat (27%) the most
difficult to detect, ranking above both cloud data exposures (26%) and
malware (22%). Human error, cutting corners and, of course, malintent
employees all lead to insider threats. These users often have authorized access
to key information and data, which makes insider threats notoriously difficult
to mitigate. Because insiders are trusted persons with authorized access to
sensitive data, it is extremely hard to detect them using typical cybersecurity
technologies. Malicious insiders, inside agents, security evaders, negligent
workers and departing employees can all commit corporate espionage;
ultimately harming a company’s reputation and exposing its proprietary
information.3! Companies need to use diligent auditing to identify odd patterns
of activity, employee education, and advanced monitoring systems to counter
these threats. However, insider threats have the potential to reveal trade
secrets or sensitive intellectual property, harm a company's brand, and result
in financial loss. For these reasons, handling internal risks requires extreme
caution.

CORPORATE ESPIONAGE

Cyber Techniques for Corporate Espionage

Phishing
Sending emails tricking employees into disclosing confidential
information by clicking a malicious link

Eavesdropping
Imitating a trusted server to track valuable information or
gain data through the transmission network

Man-in-the-Middle Attack
Positioning oneself in the network between a user and an
application to intercept information

SQL Injection
Embedding malicious code into applications to interfere with
internal commands and exploit a database

Exploiting Poor Security Practices

Using weaknesses in network security to gain access to
critical data

Figure 4: “Cyber Techniques for espionage”3?

31 What Is Corporate Espionage and Prevention Techniques?" Code42, Code42 Software,
https://www.code42.com/blog/what-is-corporate-espionage-and-prevention-technigues/

32 Collidu. "Presentation: Corporate Espionage." Collidu, https://www.collidu.com/presentation-
corporate-espionage
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The Differences between Corporate Espionage and Competitive Intelligence
Corporate Espionage and Competitive Intelligence are two different concepts that one
can easily confuse. In comparison to corporate espionage, competitive intelligence is
not a deliberate theft of trade secrets—a company conducts its own research and
gathers and analyzes available information whether that be merger and acquisition
news, new government regulations, blog content or even through social media to
evaluate its competitors and gain a competitive advantage without deceitfully stealing
information. “Competitive intelligence can also include acquiring products or services
legally—like purchasing a product at a store—intending to reverse engineer or analyze
a product or service to discover trade secrets. However, many products and services
are protected by patent laws, so while it's legal to acquire information this way, it
might not be legal to use it if it's protected under a patent.”33

Competitive Intelligence Corporate Espionage

Uses published or unpublished legal sources for Deliberately stealing trade secrets
information

An analysis of competitors is conducted Intent to distribute must be proven
Competitor disruptors are identified Trade secrets must be involved
Acquiring information through legal means

The clash between espionage and the right to privacy

This complex, contentious issue presents an ethical dilemma in today’s market
conditions. Companies often fall back on espionage in pursuit of their rival’s strategic
plans, trade secrets or even just so they can gain a competitive advantage. However,
the pursuit of confidential information frequently involves the collection of personal
data, including personal information about employees, clients and business partners.
As a natural outcome, these illicit, immoral practices violate the individuals’ right to
privacy. In our technological epoch, the issue has been intensified, as the rise of digital

33 Parrish, Shannon. "Corporate Espionage: Fact and Fiction." Investopedia, Dotdash Meredith, 5
March 2010, https://www.investopedia.com/financial-edge/0310/corporate-espionage-fact-and-
fiction.aspx
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technology has made it easier for companies to conduct “Data Mining” without being
easily detected. Although data mining is typically employed for legal reasons, such as
market analysis or understanding of consumer behavior, it can also be used for
espionage, where it can be utilized to obtain private or sensitive information from a
rival. Since the data is frequently gathered from publicly accessible sources, this kind
of espionage is more concealed and makes it harder for the targeted firm to discover
that their information is being misused. This ongoing threat to privacy has resulted in
the implementation of strict regulatory measures like the General Data Protection
Regulation (GDPR) and the California Consumer Privacy Act (CCPA), which aim to
preserve personal data and impose penalties on companies that fail to abide by the
privacy norms.

“The right to privacy is part of the 1950 European Convention on Human
Rights, which states, “Everyone has the right to respect for his private and
family life, his home and his correspondence.” From this basis, the European
Union has sought to ensure the protection of this right through legislation.”34
On May 25, 2018, a comprehensive data protection law known as the General
Data Protection Regulation (GDPR) went into effect throughout the European
Union (EU). It establishes strict guidelines regarding the way businesses handle
the personal information of EU individuals. Citizens now have important rights
over their data according to the GDPR, including the ability to access, update,
transfer, and delete their personal data. Businesses that break the GDPR may
be subject to massive penalties of up to €20 million, or 4% of their yearly
worldwide revenue, whichever is higher. No matter where a business is
located, the GDPR applies to it if it handles the personal data of EU citizens in
addition to companies operating within the EU.3°

With effect from January 1, 2020, California residents have rights regarding the
personal data that companies collect about them under the California
Consumer Privacy Act (CCPA). These rights include being able to opt out of
having their information sold, request deletion (with some restrictions), know
what data is gathered and the right to be free from discrimination for
exercising their CCPA rights.3® Companies must give customers clear notice of
these rights, usually through privacy policies, and provide ways for them to
make requests, like online forms or specific channels for communication.
Within 45 days after receiving a request, companies must confirm the identity
of the customer and reply, either by completing the request or outlining any
relevant exceptions. Businesses must also put in place appropriate security

34 mwhat Is GDPR, the EU’s New Data Protection Law?" GDPR.eu, https://gdpr.eu/what-is-gdpr/
35 "What Is GDPR, the EU’s New Data Protection Law?" GDPR.eu, https://gdpr.eu/what-is-gdpr/

36 california Department of Justice. California Consumer Privacy Act (CCPA). State of California,
https://oag.ca.gov/privacy/ccpa
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measures to safeguard private data and uphold openness regarding their data
practices.?’In an administrative enforcement action brought by the California
Privacy Protection Agency, any company, service provider, contractor, or other
individual that violates this title shall be liable for an administrative fine for
each intentional violation or violations involving the personal information of
consumers as adjusted pursuant to paragraph (5) of subdivision (a) of Section
1798.185.38

Hacking

In recent years, hacking has increased acutely, becoming a critical threat to the
confidentiality of organizations worldwide. “Hackers created over 65 million new
malware in the first quarter of 2019 alone. A Kaspersky report states that its platform
identified 24,610,126 “unique malicious objects” in 2019, a 14% increase over 2018.
On average 30,000 new websites are hacked every day.”3 Although the majority of
industries are susceptible to cyber-attacks, some are at greater risk than others.
Governments, technology companies and retail establishments are notably among the
targets of cyber-attacks. This is mainly because of the large quantities of sensitive data
that these companies retain, as well as the nature of such information. Additionally,
not only do all forms of data breaches cost money in terms of time and resources, but
they also harm their bottom line. Approximately 95% of all compromised records in
2016 originated from these three industries*. In fact, in light of recent studies, it is
estimated that businesses are projected to lose $10.5 trillion annually due to cyber-
attacks by 2025.%! “This is a significant increase from $3 trillion in 2015.”4?

Unfortunately, that’s a serious amount of funds that could be saved and utilized to
foster innovation, grow the company and overall establish a secure future for both
clients and companies.

37 ncalifornia Consumer Privacy Act (CCPA)." Office of the Attorney General, California Department of
Justice, https://oag.ca.gov/privacy/ccpa

38 ncalifornia Consumer Privacy Act of 2018." California Legislative Information, California State
Legislature

,https://leginfo.legislature.ca.gov/faces/codes displayText.xhtml?division=3.&part=4.&lawCode=CIV
&title=1.81.5

39 "The Rise of Hackers." Pathfind Media, 17 Oct. 2022, https://www.pathfind.media/blog/the-rise-of-
hackers

40 varonis. "134 Cybersecurity Statistics and Trends for 2023." Varonis, 4 Aug. 2023,
https://www.varonis.com/blog/data-breach-statistics

4L ncybercrime Costs to Hit $10.5 Trn by 2025; How Insurance May Save Your Biz." Business Standard,
24 July 2023, https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-
10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476_1.html
42 "Cybercrime Costs to Hit $10.5 Trn by 2025; How Insurance May Save Your Biz." Business Standard,
24 July 2023, https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-
10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476 _1.html

£ PSE@MUN

PS-MUN Study Guide |Page 14 of 29



https://oag.ca.gov/privacy/ccpa
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://www.pathfind.media/blog/the-rise-of-hackers
https://www.pathfind.media/blog/the-rise-of-hackers
https://www.pathfind.media/blog/the-rise-of-hackers
https://www.varonis.com/blog/data-breach-statistics
https://www.varonis.com/blog/data-breach-statistics
https://www.varonis.com/blog/data-breach-statistics
https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476_1.html
https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476_1.html
https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476_1.html
https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476_1.html
https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476_1.html
https://www.business-standard.com/finance/personal-finance/cybercrime-costs-to-hit-10-5-trn-by-2025-how-insurance-may-save-your-biz-124072400476_1.html

14™ Platon School Model United Nations | 7t — 9™ March 2025

“System hacking assumes the attacker already has access to a low-level,
privileged user account on the system.”*? A system without adequate safety
configurations or with outdated security patches can allow an attacker to
leverage known vulnerabilities to gain additional authority. This implies that
the attacker can obtain higher-level administrative rights by using particular
methods or tools to take advantage of flaws in the system’s settings or
software. Once administrative privileges are obtained, an attacker can take
total control of the system, which gives them access to private information,
the ability to change system configurations and the capacity to seriously harm
or disrupt operations. On the whole, in order to mitigate these risks and guard
from such attacks, regular updates and appropriate setup are essential.

Remote hacking involves an attacker attempting to remotely access a system
through the use of a network or the Internet, beginning without special
privileges and working their way up to administrative or higher-level access.
This particular type of hacking can take advantage of several vulnerabilities,
such as unexpected input, which occurs when malicious data is sent to the
system and causes security flaws; buffer overflows which occur when attackers
overwrite memory to execute code outside of authorized scope or escalate
privileges; default configurations, which involve the use of easily guessed
default settings or passwords; and inadequate system administration, which
results in opportunities for security breaches due to administrators' loose
security procedures.

Physical hacking entails the manipulation or exploitation of hardware,
software, or infrastructures to gain access without authorization or to disrupt
operations. Additionally, it includes direct hardware engagement as opposed
to cyber hacking, which targets software and networks. In most cases, it
includes an attacker who willingly breaks into a facility without authorization
in order to take advantage of different security flaws. Once inside, the attacker
may look for offices or workstations that are left unlocked, as they may include
hastily left login credentials. They can also try to gain access to restricted
locations like server or phone rooms in order to obtain more information, or
they might search for memoranda or blank letterhead in order to generate and
insert fictitious documents into the company mail system. Installing a
hardware keystroke logger between the keyboard cable and port is another
popular strategy that records every keystroke a user types without notifying
system administrators.

43 Schwartau, Winn. "Corporate Espionage 101." GIAC, Global Information Assurance Certification,
2002, https://www.giac.org/paper/gsec/1587/corporate-espionage-101/102941
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Case Studies

The 66-year-old naturalized American citizen Szuhsiung Ho, also known as
Allen Ho, entered a guilty plea to conspiring to produce and develop special
nuclear material outside of the United States without the required permission
from the U.S. Department of Energy, in violation of the Atomic Energy Act.
Acting Assistant Attorney General for National Security and U.S. Attorney
made the statement. In April, 2016, Ho was charged by a federal grand jury,
along with the China General Nuclear Power Company (CGNPC) and Energy
Technology International (ETI), where he worked as a nuclear engineer and
consultant. According to the accusation, Ho engaged in secret cooperation
with China's largest nuclear power firm, CGNPC, to manufacture nuclear
materials and reactor components without permission between 1997 and April
2016. Given that it included bypassing U.S. regulations established to protect
vital technological and energy resources, this undercover collaboration to help
a foreign company and improve its competitive position is considered
corporate espionage. To be more precise, he asked American nuclear
engineers for help in advancing CGNPC's Advanced Fuel Assembly Program and
Small Modular Reactor Program.** In doing so, Ho enabled the illegal export of
highly regulated nuclear technology, which is regarded as both a national
security issue and as intellectual property. “Szuhsiung Ho, aka Allen Ho, 66, a
naturalized U.S. citizen born in Taiwan, was sentenced to 24 months in prison
and one year of supervised release. Ho was also ordered to pay a $20,000
fine.”%

Tea was a very valuable item in the 19th century, and China had a dominant
market position in its production. Due to the British's great fondness for tea,
they were importing large amounts from China, which resulted in a major trade
imbalance. In order to address the disparity and lessen their dependence on
Chinese tea, the British East India Company attempted to establish tea
plantations in India, especially in the Assamese region where the climate was
suitable for cultivating tea. They, nevertheless, didn't have the specific
knowledge or the specific kinds of tea plants required to make this effort
effective. In 1848, the British East India Company sent Robert Fortune to the
“Jardine, Matheson & Co.” which was based in China, to collect tea plants as

44 U.s. Department of Justice. "U.S. Nuclear Engineer Pleads Guilty to Violating Atomic Energy Act."
Justice.gov, 17 Jan. 2017, www.justice.gov/opa/pr/us-nuclear-engineer-pleads-guilty-violating-
atomic-energy-act.

45 "y.S. Nuclear Engineer Sentenced to 24 Months in Prison for Violating Atomic Energy Act." U.S.
Department of Justice, 5 Jan. 2017, https://www.justice.gov/opa/pr/us-nuclear-engineer-sentenced-
24-months-prison-violating-atomic-energy-act
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well as the knowledge required to cultivate and prepare tea.*® By pretending
to be a Chinese merchant, Fortune made the infiltration of China's tea-growing
districts, which were strictly off-limits to outsiders.*” During Fortune's visit, the
tea recipe hadn't been changed for over two thousand years, and the
European continent had been dependent on it for a minimum of two centuries.
Eventually, Fortune was able to smuggle thousands of tea plants and seeds
over a couple of years, as well as Chinese tea workers with specific
understanding of tea processing and production. Soon after, the British moved
these plants and seeds to India, where they started their own tea plantations.
Through this attempt of espionage, China's tea monopoly was effectively
broken, giving the British control over the world tea trade. The success of the
heist had far-reaching consequences. It resulted in the creation of a large tea
industry in India which is still among the world's top producers of tea today.
Due to the change in the trade balance between China and Britain, the incident
also had major economic consequences. To be precise, this specifically relates
to the change in economic dynamics caused by the British who became able to
produce their own tea and became less dependent on imports from China.
Prior to Robert Fortune's espionage, China was the source of Britain's massive
tea imports, which resulted in a trade imbalance because Britain had to pay
China large amounts of silver, which added stress on the British economy. The
British built a domestic supply of tea in their colony by smuggling tea plants,
seedlings, and production knowledge to India. As a result, there was less need
to import tea from China, which decreased the amount of money going to
China. Meanwhile, India emerged as a significant tea exporter under British
rule, increasing Britain's economic influence in the global tea market and
shifting the scales in their favor. In addition to undermining China's dominant
position in the tea market, this has important geopolitical and financial
implications for the two countries' relationship.*®

MAJOR COUNTRIES AND ORGANISATIONS INVOLVED

United States of America (USA)

The United States, with its dominant position in technology, security and various other
high-value industries, is an essential force and a key player in the ongoing “battle”
against corporate espionage. The U.S government has implemented severe
regulations to safeguard its financial and national security priorities after recognizing
the threat presented by corporate espionage. Organizations like the National
Counterintelligence and Security Center (NCSC) and the Federal Bureau of

46 "Jardine Matheson - Our History." Jardines, Jardine Matheson Holdings Limited,
www.jardines.com/en/about-us/our-history

47 Moss, Sarah Rose. "The Great British Tea Heist." Smithsonian Magazine, Mar. 2010,
https://www.smithsonianmag.com/history/the-great-british-tea-heist-9866709/

48 Moorhead, Joanna. "The Great British Tea Heist." Smithsonian Magazine, Smithsonian Institution, 9
Mar. 2011, https://www.smithsonianmag.com/history/the-great-british-tea-heist-9866709/
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Investigation (FBI) are leading these efforts in hope of finally putting an end to this
pressing issue. Additionally, the FBI is in control of initiatives like the “China Initiative”
which targets espionage activities worldwide but especially sets its focus on China.

TOTAL ESPIONAGE CASES
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Figure 5: “Chart of the Chinese Espionage Cases in the United States Since 2000%°

China

Taking into consideration that China's corporate espionage activities involve
systematic attempts to acquire trade secrets, intellectual property, and technological
innovations from international enterprises, they pose a serious threat to global
economic security. By giving Chinese companies an unfair competitive edge, these
activities threaten other countries' economic stability. China plays a vital role in the
fight against corporate espionage since it is a major economic force and a frequent
participant in the practice. Consequently, the nation has been linked to multiple
notable cases of cyber espionage that have targeted important sectors. “Gas turbines
that power aircraft are central to the development of China's aviation industry.
Aerospace and aviation equipment are among 10 sectors that the Chinese authorities
are targeting for rapid development to reduce the country's dependence on foreign
technology and eventually surpass it. “>°

“China has also gained expertise by making foreign companies hand over technology
under joint venture agreements in exchange for access to the Chinese market. Despite

49 Center for Strategic and International Studies. "Survey of Chinese Espionage in the United States
Since 2000." CSIS, 17 June 2019, https://www.csis.org/programs/strategic-technologies-
program/survey-chinese-espionage-united-states-2000

>0 "How China is Gaining Ground on the US in South East Asia." BBC News, British Broadcasting
Corporation, 9 Jan. 2023, https://www.bbc.com/news/world-asia-china-64206950
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complaints, the Chinese government has always denied accusations of coercion.”>?
China's official stance frequently portrays itself as a victim of cyberattacks rather than
acknowledging any involvement in industrial espionage, in disregard of international
criticism.

Trends in industrial espionage
Human intelligence

Chinese military or Private Chinese
24% m government employees citizens
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Figure 6: “Trends in Chinese Industrial Espionage Targeting the United States (2000-
2021)"32

International Criminal Police Organization (INTERPOL)

By promoting international collaboration between law enforcement agencies, offering
operational support for investigations, and maintaining databases that track illegal
activity linked to intellectual property theft, INTERPOL plays a critical role in the fight
against corporate espionage. INTERPOL recognizes that corporate espionage activities
frequently cross international borders and call for concerted worldwide efforts to
prevent and respond to them. To this end, it supports prevention and response
measures through seminars and public-private collaborations. INTERPOL's efforts to
fight cybercrime and shield companies from dangers, such as those resulting from
corporate espionage operations, are one noteworthy example.>3

51 "How China is Gaining Ground on the US in South East Asia." BBC News, British Broadcasting
Corporation, 9 Jan. 2023, https://www.bbc.com/news/world-asia-china-64206950

>2 Dragonfly Intelligence. "Global Assessment of Chinese Industrial Espionage Risks." Dragonfly
Intelligence, 31 Mar. 2023, https://dragonflyintelligence.com/news/global-assessment-of-chinese-
industrial-espionage-risks/

33 |nterpol. “Social Engineering Scams.” INTERPOL, www.interpol.int/Crimes/Financial-crime/Social-
engineering-scams
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TIMELINE OF EVENTS

DATE DESCRIPTION OF EVENT

The Universal Declaration of Human Rights is signed,
10 December 1948 . . .
supporting the protection of intellectual property.

Due to the Economic Espionage Act of 1996 (EEA) a law is
11 October 1996 established in the U.S specifically addressing theft of trade
secrets.

The Budapest Convention is signed, “the only legally binding

23 November 2001 w54

global treaty on cybercrime.
The Korea - U.S. Free Trade Agreement (KORUS FTA) is signed
which includes provisions like robust IP protections and

30 June 2007 enforcement mechanisms to help ensure that American and
South Korean businesses can protect their intellectual
property.

An amendment is put in place to the EEA increasing penalties
for trade secret theft in the U.S.

The Trans-Pacific Partnership (TPP) is signed between 12

28 December 2012

4 February 2016 Pacific Rim countries, aiming to establish strong IP protections
across member states.

“The Defend Trade Secrets Act (DTSA) gives American
companies the opportunity to protect against and remedy

11 May 2016 . - . . . o
misappropriation of important proprietary information in
federal court.”>
The EU Directive on the protection of business information

8 June 2018 )
comes into effect.

The Japan’s Unfair Competition Prevention Act (UCPA) “serves
1July 2021 as a means of prohibiting acts which constitute unfair

756

competition.

>4 "y.S.-Global Cybercrime Cooperation: A Brief Explainer." Third Way, Third Way, 17 June 2021,
https://www.thirdway.org/memo/us-global-cybercrime-cooperation-a-brief-explainer.

>> Kunz, Gregory T., and Charles H. Sanders. "Explaining the Defend Trade Secrets Act." American Bar
Association, Sept. 2016, www.americanbar.org/groups/business law/resources/business-law-
today/2016-september/explaining-the-defend-trade-secrets-act/

36 "Unfair Competition Prevention." EU-Japan Centre for Industrial Cooperation, European Union and
Japan, https://www.eu-japan.eu/eubusinessinjapan/procedures/regulatory-legal-issues/unfair-
competition-prevention
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PREVIOUS ATTEMPTS TO SOLVE THE ISSUE

Budapest Convention on Cybercrime

The first international convention to specifically address cybercrime was the Budapest
Convention, officially known as the Council of Europe Convention on Cybercrime,
which went into force in 2004 after opening for signatures in 2001. The Budapest
Convention has been ratified by 64 nations including the United States, which did so
in 2006. A number of other nations are also in the process of ratifying the agreement.>’
The treaty aims to achieve three key objectives: stronger international cooperation in
the fight against cybercrime; alignment of national legislation regarding cybercrime;
and assistance in the investigation of these crimes.>®

Moreover, the agreement requires participating nations to enact laws that forbid
certain cyber-related offenses, among other things. Participating nations must also
establish specific guidelines for acquiring evidence, including systems to facilitate the
rapid preservation of data that has been saved. Finally, “it serves as a limited Mutual
Legal Assistance Treaty (MLAT) when the countries involved in a request do not have
an existing MLAT.”>°

Due to limited worldwide participation—important countries like China and Russia
have not ratified it, limiting its reach—the Budapest Convention on Cybercrime has
been less successful in preventing corporate espionage. Furthermore, the treaty's
rules are frequently outpaced by the quick development of cyberthreats including
state-sponsored hacking and advanced persistent threats. Lastly, its overall efficacy in
dealing with corporate espionage is weakened by its reliance on voluntary compliance
and lack of enforcement procedures.

NATO Cyber Defence Centre of Excellence (CCDCOE)

Cyberspace is always under attack, with low-level to highly complex cyber-attacks
happening on a daily basis. In response, NATO and its allies are enhancing the
Alliance's capacity to identify, stop, and deal with hostile cyber activity. To accomplish
its three main objectives of crisis prevention and management, cooperative security,
and deterrence and defense, NATO and its Allies depend on robust and durable cyber
defenses. A Comprehensive Cyber Defence Policy, which serves NATO's three main
missions as well as its overall deterrence and defense posture, was approved by Allies

>7 Council of Europe. "Enhanced International Cooperation on Cybercrime and Electronic Evidence:
Towards a Protocol to the Budapest Convention." Council of Europe, 5 Sept. 2019,
https://ccdcoe.org/organisations/council-of-europe/

>8 European Commission. "Questions and Answers: Mandate for the Second Additional Protocol to
the Budapest Convention." European Commission, 5 Feb. 2019,
https://ec.europa.eu/commission/presscorner/detail/en/MEMO 19 865

%9 United Nations Office on Drugs and Crime. "E4J University Module Series: Cybercrime, Module 3:
Legal Frameworks and Human Rights, International and Regional Instruments." UNODC, Feb. 2019,
www.unodc.org/edj/en/cybercrime/module-3/key-issues/international-and-regional-
instruments.html
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at the 2021 NATO Summit in Brussels. NATQ's defensive mission was reaffirmed by
the allies, who also pledged to use all available means to actively prevent, defend
against, and neutralize all cyberthreats, including by taking coordinated action.
Continuous action is required, and all of NATO's military, political, and diplomatic
instruments must be used.®® The NATO Cyber Defence Centre of Excellence (CCDCOE)
is restricted in effectively combatting corporate espionage because it prioritizes the
defense of national security infrastructures and state-level cyber threats over
safeguarding private sector enterprises. Private enterprises, which are not directly
under NATO's control, are frequently the subject of corporate espionage. Lastly, the
majority of NATO's resources are focused on defending its member countries against
massive cyberattacks on vital infrastructure, with less focus on the unique
requirements of business cybersecurity.®?

Directive (EU) 2016/943 on the Protection of Trade Secrets

Adopted on June 8, 2016, the European Parliament and Council's Directive (EU)
2016/943 focuses on safeguarding trade secrets and confidential company knowledge
from unauthorized acquisition, use, and disclosure. It gives a precise definition of
trade secrets as data that is confidential, has been subject to appropriate measures to
maintain confidentiality, and has commercial value as a result of its concealment. The
directive forbids theft, copying, and illegal access to trade secrets, as well as their
unapproved acquisition, utilization, and publication. By guaranteeing that companies
can pursue legal action and enforcement strategies against individuals who steal trade
secrets, it promotes innovation and just competition inside the EU. Due to an array of
factors, Directive (EU) 2016/943 on the Protection of Trade Secrets has had difficulty
in preventing corporate espionage. National courts handle enforcement, which results
in uneven implementation among EU member states. Furthermore, the directive's
primary focus on civil remedies was unable to discourage state-sponsored or highly
skilled espionage operators. Lastly, Legal frameworks are frequently outpaced by the
rapidly changing tactics employed in espionage, and businesses may be reluctant to
take legal action for fear of disclosing private information in court.®?

POSSIBLE SOLUTIONS

Implement Strict Access Controls

Strict access control is one of the most important steps businesses can take to stop
corporate espionage. This entails making sure employees only access information
required for their job tasks, implementing strong passwords and encryption, and

60 "NATO - Topics: NATO and the Global Security Environment." NATO, NATO Communications and
Information Agency, 2024, www.nato.int/cps/en/natohq/topics 78170.htm?selectedLocale=en

61 "NATO Cyber Defence." NATO, https://www.nato.int/cps/en/natohq/topics 78170.htm

62 "Answer Given by Ms. Bienkowska on Behalf of the Commission." European Parliament,
https://www.europarl.europa.eu/doceo/document/E-8-2018-000439-ASW_EN.pdf

£ ]

PS-MUN Study Guide |Page 22 of 29

PSE@MUN



http://www.nato.int/cps/en/natohq/topics_78170.htm?selectedLocale=en
http://www.nato.int/cps/en/natohq/topics_78170.htm?selectedLocale=en
https://www.nato.int/cps/en/natohq/topics_78170.htm
https://www.nato.int/cps/en/natohq/topics_78170.htm
https://www.europarl.europa.eu/doceo/document/E-8-2018-000439-ASW_EN.pdf
https://www.europarl.europa.eu/doceo/document/E-8-2018-000439-ASW_EN.pdf
https://www.europarl.europa.eu/doceo/document/E-8-2018-000439-ASW_EN.pdf

14™ Platon School Model United Nations | 7t — 9™ March 2025

restricting access to secret information to only authorized personnel. For further
protection and in order to prevent security breaches, businesses might also think
about introducing biometric authentication, such as fingerprint scanning.

Conduct Background Checks

Knowing your employees is crucial for safeguarding sensitive information, particularly
when hiring for roles that involve access to critical data. Performing comprehensive
background checks is crucial; confirm prospective hires' qualifications by getting in
touch with references and the High Rank (HR) divisions of past companies. This
additional measure guarantees the truthful and accurate identification of the
applicant avoiding potential harm with espionage or dishonesty regarding personal
achievements and diplomas. To be more precise, in order to mitigate the rising
frequency of disparities in the claims made by job applications, such as disinformation
regarding academic qualifications from famous universities, these background
investigations should be put in place.

Nevertheless, it is crucial to understand that performing thorough background checks
can lead to moral and legal concerns, especially when it comes to the privacy of those
investigated. However, because background checks frequently rely on material that is
already publicly available, it is possible to perform them without invading someone's
privacy. It is of high importance to bring a balance between the necessity for security
and respect for privacy. This emphasizes how important it is to have stringent
verification procedures in place to guard against insider threats and preserve the
integrity of critical activities.

Train Employees on Security Awareness

In light of the growing number of cyberattacks and breaches, companies must assess
their corporate vulnerabilities. A comprehensive cyber-security program should also
make sure that individuals are taught how to protect their businesses and themselves
from attacks. Employee empowerment and security awareness training would be
great ways to safeguard the company's data, networks, and technology assets while
also teaching staff members how to use computers safely. “Security awareness
training involves educating employees about the various risks and threats, and
possible vulnerabilities, and how to defend them. Employees must learn the best
practices and processes to secure organizations' networks and data from threats.”®3It
is imperative that security awareness training be implemented regularly inside a
business. Additionally, not all employees work in a company permanently; some may
leave or join; therefore, regular security awareness training sessions should be
implemented to minimize risk for the company.

Implement Cybersecurity Measures (firewalls, antivirus software etc)
When we refer to cyber security in the workplace, we're talking about the policies and
procedures put in place to guard against unauthorized access, use, disclosure,

63 Ec-Council. "Security Awareness Training: 6 Important Training Practices." EC-Council,
https://aware.eccouncil.org/security-awareness-training-6-important-training-practices.html
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modification or destruction of computer systems. It includes a range of organizational,
administrative, and technological strategies meant to reduce the risks brought on by
cyberattacks. “One significant challenge reported by 31% of executives is the improper
identification of key risks, emphasizing the importance of accurately assessing and
addressing vulnerabilities within cyber security frameworks.”®* It includes many
different procedures, such as secure network architecture, frequent system updates,
firewalls, antivirus software, incident response planning, and efficient governance.

The three aspects of cybersecurity are response, detection, and prevention.
Implementing security measures like firewalls, encryption, and access controls that
are designed to prevent illegal access or breaches before they happen is known as
prevention. Detection is the process of finding possible threats, weaknesses, or
unusual activity in a system. Security audits, threat intelligence, and monitoring
technologies are frequently used in this regard. Response is the process of acting
quickly and decisively to mitigate the effects of a security incident. This might involve
reporting, containment, and recovery steps to reduce harm and stop such incidents in
the future. These components work together to create a thorough strategy for
protecting digital assets and systems.®®

Non-Disclosure Agreements

Non-disclosure agreements (NDAs), which tie employees, contractors, and business
partners to secrecy about sensitive information, are essential tools while attempting
to tackle corporate espionage. To be more precise, the NDAs provide a clear legal
framework that forbids the illegal disclosure or use of confidential information,
ensuring the protection of trade secrets, intellectual technologies, business plans, and
other sensitive data. They can also be customized to contain specific terms that
address the particular dangers that an organization faces, including forbidding former
workers from joining rival companies for a specific amount of time after they leave
the company. Naturally, not all data can be safeguarded. These confidentiality
agreements do not apply to public records, such as company addresses or SEC filings
(regulatory documents). The meaning of an NDA may also be evaluated by the courts
in ways that one or more parties did not anticipate at first. An NDA becomes invalid if
the information it contains is made public in any other means, such as via a subpoena
or court case.%®

The consequences of violating a non-disclosure agreement (NDA) might differ based
on the terms of the contract, the type of material revealed, and the legal jurisdiction
where the agreement is being implemented.

64 Institute of Data. "Cyber Security in the Workplace: What You Need to Know." Institute of Data,
https://www.institutedata.com/blog/cyber-security-in-the-workplace/

65 National University. "What Is Cybersecurity?" National University, https://www.nu.edu/blog/what-
is-cybersecurity/

66 |ronclad. "What Is a Non-Disclosure Agreement (NDA)?" Ironclad Journal,
https://ironcladapp.com/journal/contracts/non-disclosure-agreements/
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1. Financial Penalties: Financial penalties for breaches are frequently included in
NDAs. These fines could be specified in the agreement itself or could be
decided upon by a judge during a court case.

2. Termination of Employment: “Breaching an NDA can result in termination of
employment or contract, particularly if the agreement was a condition of the
employment or contract.”®’

3. Criminal Charges: Though this is usually uncommon and varies by jurisdiction,
there may be grounds for criminal prosecution if the breach included illicit
actions like corporate espionage or if the information revealed concerned
government secrets, national security, or other sensitive data.
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